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ii.  Description  of  the  Effort 

Most  of  the  current  methods  for  secure  communications  are  based  on  public-key 
cryptography.  Although  this  approach  is  very  convenient  to  implement,  it  would  become  totally 
insecure  if  quantum  computers  are  eventually  developed.  Quantum  key  distribution  (QKD) 
provides  an  alternative  form  of  secure  communications  whose  security  is  based  on  the  laws  of 
physics  (the  Heisenberg  uncertainty  principle.)  As  a  result,  QKD  systems  are  immune  to  an 
attack  by  quantum  computers. 

Quantum  communications  applications,  including  quantum  key  distribution  (QKD),  are 
currently  limited  by  the  fact  that  the  useful  bit  rate  decreases  exponentially  as  a  function  of 
increasing  range  due  to  the  effects  of  photon  loss.  The  overall  goal  of  the  DARPA  Quiness 
program  was  to  investigate  the  feasibility  of  extending  the  range  of  QKD  systems  up  to  distances 
of  10,000  km  at  high  data  rates.  For  defense  purposes,  it  is  important  to  know  whether  or  not 
that  is  feasible  and  the  Quiness  program  can  be  viewed  as  a  success  regardless  of  the  outcome  of 
that  question. 

We  proposed  to  develop  an  entirely  new  approach  to  quantum  communications  that  is 
based  on  nonlocal  interference  between  entangled  macroscopic  coherent  states  of  light. 
Coherent  states  are  produced  by  a  laser,  for  example,  and  they  are  the  closest  approximation  to 
classical  states  of  light.  One  of  their  unique  features  is  that  their  coherence  properties  remain 
intact  as  they  travel  over  large  distances  in  optical  fibers,  while  only  their  amplitude  decreases. 
This  suggests  that  coherent  states  may  be  a  good  candidate  for  long-distance  QKD. 

A  key  feature  of  our  approach  is  that  the  values  of  the  bits  themselves  are  carried  by 
macroscopic  coherent  states,  which  are  nearly  as  robust  to  loss  and  amplification  as  are  the 
classical  pulses  of  light  used  in  commercial  optical  fiber  communications  systems.  The  security 
of  a  QKD  system  can  be  ensured  by  performing  nonlocal  quantum  interference  measurements  on 
a  fraction  of  the  transmitted  pulses.  This  approach  decouples  the  loss  from  the  secure  bit  rate, 
which  is  one  of  the  main  goals  of  the  Quiness  program. 

Over  the  three-year  duration  of  the  Quiness  program,  we  investigated  the  properties  of  a 
new  form  of  quantum  interference  that  is  illustrated  in  Fig.  1.  The  system  starts  with  two  laser 
pulses  that  are  relatively  weak  but  still  contain  a  large  number  (-1000)  photons  in  a  coherent 
state.  The  two  laser  beams  pass  through  two  Kerr  atomic  media  that  can  produce  a  shift  in  the 
phase  of  a  laser  pulse  provided  that  a  single  photon  from  another  source  and  at  a  different 
frequency  is  also  present  in  the  medium.  Since  the  single  photon  can  travel  along  two  separate 
paths  as  shown  in  the  figure,  this  creates  a  state  in  which  there  is  a  quantum  superposition  of  one 
or  the  other  beam  having  been  shifted  in  phase  (a  so-called  Schrodinger  cat  state).  The  two  laser 
beams  then  travel  in  opposite  directions  to  the  two  ends  of  a  QKD  system  where  they  interact 
with  two  more  single  photons  and  two  Kerr  media.  As  described  in  more  detail  in  the  attached 
list  of  publications,  the  results  of  this  process  violate  Bell’s  inequality,  which  proves  that  no 
eavesdropper  can  obtain  the  information  transmitted  in  this  way.  Thus  such  a  system  would  be 
secure,  even  in  the  presence  of  an  attack  by  a  quantum  computer. 
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One  of  the  main  goals  of  our  program  was  to  investigate  several  different  ways  in  which 
to  implement  the  Kerr  medium  that  allows  a  single  photon  to  change  the  phase  of  a  laser  beam 
passing  through  it.  This  is  a  challenging  task,  given  that  the  interactions  between  single  photons 
are  very  small.  As  a  result,  all  three  collaboratoring  groups  (UMBC,  U.  Rochester,  and  Boston 
U.)  investigated  different  approaches  towards  achieving  this  goal.  In  general,  these  approaches 
consist  of  confining  the  single  photon  and  the  laser  beam  to  a  small  region,  such  as  a  resonant 
cavity,  that  contains  a  large  number  of  atoms  in  their  ground  state.  Confining  the  photon 
increases  its  electric  field  strength,  since  a  photon  has  a  fixed  energy,  and  this  increases  the 
interaction  between  the  laser  beam  and  the  photon,  as  mediated  by  the  atoms.  As  described  in 
more  detail,  we  investigated  high-finesse  cavities  containing  xenon  atoms,  lower-finesse  cavities 
and  traps  with  rubidium  atoms,  and  solid-state  waveguides  with  small  mode  areas  for  this 
purpose. 
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Fig.  1.  The  nonlocal  interferometer  investigated  as  a  potential  method  for  quantum  key 
distribution. 

Another  goal  was  to  perform  a  theoretical  analysis  of  the  degree  of  security  that  could  be 
achieved  in  a  QKD  system  based  on  this  approach.  Any  information  lost  to  the  environment  is 
typically  assumed  (conservatively)  to  be  available  to  an  eavesdropper,  and  this  must  be  taken 
into  account  in  designing  a  secure  QKD  system.  The  achievable  operating  range  and 
corresponding  secure  data  rate  was  calculated  using  several  different  approaches.  It  was  found 
that  our  original  approach  should  be  expected  to  achieve  an  operational  range  of  400  km,  while  a 
modified  approach  may  be  able  to  extend  the  range  beyond  that. 

Roughly  speaking,  it  is  the  fact  that  the  information  in  a  single  photon  cannot  be  copied 
to  produce  two  equivalent  photons  that  is  responsible  for  the  security  of  a  QKD  system.  As  a 
result,  QKD  systems  cannot  use  amplifiers,  as  can  be  shown  using  the  no-cloning  theorem  of 
quantum  information  theory.  It  is  possible,  however,  to  implement  quantum  repeaters  that 
essentially  compensate  for  the  effects  of  loss  without  copying  the  information  in  a  single  photon. 
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The  technique  described  in  Fig.  1  can  be  adapted  to  implement  quantum  repeaters,  and  a 
secondary  goal  of  the  program  was  to  investigate  this  possibility.  Another  part  of  this  task 
involved  experimental  demonstrations  of  a  QKD  system  based  on  this  approach  in  collaboration 
with  a  testbed  to  be  developed  at  the  Laboratory  for  Telecommunications  Sciences  (LTS). 

A  final  goal  was  to  investigate  alternative  forms  of  QKD  that  are  based  on  different 
security  assumptions  and  might  therefore  extend  the  operating  range.  For  example,  if  it  is 
assumed  that  the  sender  and  recipient  of  the  secure  information  share  a  small  amount  of  private 
key  initially,  then  there  are  more  general  approaches  that  appear  to  be  capable  of  extending  the 
useful  range  of  the  system. 

iii.  Significant  accomplishments 

A  summary  of  the  most  significant  accomplishments  is  as  follows: 

•  Development  of  improved  techniques  to  extend  the  expected  range. 

o  The  expected  range  was  extended  to  400  km  by  using  quantum  state 
discrimination  techniques. 

•  Demonstration  of  nonlinear  phase  shifts  as  required  for  the  nonlocal  interferometer  of 
Fig.  1. 

o  Experiments  were  performed  using  high-finesse  resonators  with  xenon  atoms, 
low-finesse  resonators  with  rubidium  atoms,  and  nonlinear  waveguides, 
o  All  three  demonstrated  nonlinear  phase  shifts  ~1  /u  rad. 

o  Although  these  experiments  were  successful,  larger  nonlinear  phase  shifts  would 
be  required  to  implement  a  QKD  system  as  discussed  below. 

•  Security  analysis  of  QKD  systems. 

o  The  approach  shown  in  Fig.  1  was  shown  to  be  secure  at  ranges  of  at  least  400 
km. 

•  Development  of  hardware  required  for  implementing  a  QKD  system. 

o  The  hardware  necessary  for  a  demonstration  of  QKD  was  assembled,  but  the 
nonlinear  phase  shifts  were  too  small  for  this  purpose  as  described  above. 

•  Investigation  of  alternative  methods  for  QKD 

o  Two  approaches  based  on  the  use  of  a  small  amount  of  prior  shared  key  was 
shown  to  be  potentially  useful  at  much  larger  ranges, 
o  A  preliminary  experimental  demonstration  of  a  simple  form  of  such  a  system  was 
achieved. 

A  more  detail  list  of  accomplishments  on  a  month-to-month  basis  can  be  found  in  our  most 
recent  monthly  report  but  is  not  included  here  due  to  space  limitations. 
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iv.  Task-by  task  account  of  progress 

Task  1.  Development  of  basic  interferometers  and  nonlinear  phase  shifts. 

Task  la.  Theoretical  analysis  of  nonlinear  phase  mechanisms.  Theoretical  calculations 
were  performed  to  determine  the  optimal  method  for  producing  nonlinear  phase  shifts. 
The  results  were  in  good  agreement  with  the  experimental  data  for  high-finesse  cavities, 
but  the  results  for  low-finesse  cavities  were  unexpectedly  low. 

Task  lb.  Experimental  investigations  of  nonlinear  phase  mechanisms.  Experimental 
investigations  of  the  theoretically-predicted  nonlinear  phase  shifts  were  performed  by  all 
three  collaborating  groups.  All  observed  nonlinear  phase  shifts  but  they  were  smaller 
than  expected.  Ways  to  increase  the  phase  shifts  to  useful  levels  are  discussed  below. 
Two  photographs  of  the  high-finesse  cavity  experiment  are  shown  in  Fig.  2. 

Task  lc.  Demonstration  of  a  nonlocal  interferometer.  The  nonlinear  interferometer  of 
Fig.  1  could  not  be  demonstrated  because  the  nonlinear  Kerr  phase  shifts  were  too  small. 
The  hardware  necessary  to  support  this  task  was  developed,  however,  including  the 
capability  to  convert  photons  at  823  nm  to  and  from  1550  nm  for  low-loss  propagation  in 
optical  fibers  as  illustrated  in  Fig.  3. 

Task  Id.  Demonstration  of  basic  QKD  capability.  A  QKD  system  could  not  be 
implemented  based  on  Fig.  1  because  of  the  small  nonlinear  phase  shifts.  An  alternative 
QKD  system  was  demonstrated  using  the  data  locking  technique  illustrated  in  Fig.  4, 
however. 

Task  le.  Incorporation  of  the  interferometers  into  a  QKD  testbed.  Our  work  did  not 
progress  to  the  point  that  we  could  incorporate  it  into  the  QKD  testbed  at  LTS. 

Task  2.  Increased  range  and  improved  capabilities  . 

Task  2a.  Theoretical  investigations  of  methods  to  increase  the  nonlinear  phase  shift. 
The  expected  range  was  increased  to  400  km  using  state  vector  discrimination 
techniques. 

Task  2b.  Theoretical  investigations  of  the  effects  of  decoherence  and  ways  to  further 
reduce  it.  The  effects  of  photon  loss  and  decoherence  in  optical  fibers  were  analyzed, 
including  the  effects  of  phase-insensitive  amplifiers.  Although  an  amplifier  eliminates 
the  violation  of  Bell’s  inequality,  it  was  found  that  it  may  still  be  possible  to  implement 
secure  quantum  communications  if  the  use  of  preshared  secret  key  is  allowed. 

Task  2c.  Experimental  demonstration  of  enhanced  nonlinear  phase  shifts.  This  subtask 
was  not  accomplished  due  to  unexpected  technical  difficulties.  Limited  phase  shifts  were 
achieved  in  several  different  ways,  however. 

Task  3.  Quantum  repeaters  and  high-speed  testbed. 
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Task  3a.  Further  experimental  and  theoretical  work  on  enhanced  phase  shifts.  Other 
approaches  for  increasing  the  phase  shift  were  considered  but  not  yet  been  implemented, 
such  as  reducing  the  volume  of  the  high-finesse  cavity.  There  was  insufficient  time  to 
implement  this  approach  during  the  Quiness  program,  but  we  hope  to  achieve  that  goal  in 
a  follow-on  NSF  project. 

Task  3b.  Demonstration  of  entanglement  swapping  and  distillation.  These  effects  could 
not  be  demonstrated  due  to  the  small  phase  shifts  achieved. 

Task  3e.  Final  report.  A  final  report  is  being  submitted  herewith. 


Fig.  2.  Photographs  of  the  high-finesse  cavity  experiment  using  metastable  xenon  (left  image). 


Efficient  QFC  between  atomic  transitions 
and  telecommunication  band 


Ti:PPLN  Waveguides 

A=20.7  gin  Ti;LiNb03 


jTrrrn] 

1 1 

1 1  M 

TD 

In-house  Ti-indiffused  PPLN 
waveguides  production 
Type  I  and  Type  II  interactions 
In-house  Fiber  pigtailing  and 
packaging  options 


Fig.  3.  Frequency  conversion  of  photons  from  843  nm  to  1550  nm  and  back  again.  This  allows 
the  photons  to  interact  with  the  atoms  in  a  high-finesse  atom  and  then  propagate  with  low  loss  in 
an  optical  fiber. 
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Fig.  4.  Experimental  demonstration  of  the  data  locking  technique  used  for  secure 
communications . 


v.  Summary 

This  program  consisted  of  a  collaboration  between  UMBC,  Boston  U.,  and  U.  Rochester. 
The  primary  goal  was  to  investigate  the  feasibility  of  an  approach  for  extending  the  range  of 
QKD  systems  based  on  the  use  of  nonlocal  interference  of  macroscopic  coherent  states.  The 
biggest  technical  challenge  was  producing  a  sufficiently  large  nonlinear  phase  shift  (Kerr  effect) 
to  allow  the  final  states  from  the  interferometer  to  be  distinguished.  For  a  number  of  technical 
reasons,  sufficiently  large  nonlinear  phase  shifts  were  not  achieved  in  order  to  experimentally 
demonstrate  QKD  using  this  approach. 

The  nonlinear  phase  shift  could  be  increased  by  several  orders  of  magnitude  by  reducing 
the  volume  of  the  high-finesse  cavity,  which  would  allow  QKD  systems  of  this  kind  to  be 
implemented.  We  are  continuing  to  pursue  this  goal  under  a  follow-on  NSF  grant.  It  should  be 
noted  that  other  groups  did  succeed  in  producing  sufficiently  large  phase  shifts  during  this  time 
using  other  techniques,  so  that  the  basic  approach  is  still  promising. 

Alternative  methods  for  secure  communications  over  large  distances  were  also 
investigated  based  on  the  use  of  small  amounts  of  shared  secret  key.  In  that  case,  secure 
quantum  communications  may  be  possible  over  large  distances  but  at  the  expense  of  reduced 
levels  of  security.  In  practice,  the  goal  of  any  secure  communications  system  is  to  bound  the 
amount  of  information  available  to  an  eavesdropper  below  some  acceptable  level,  and  absolute 
security  may  not  be  a  realistic  requirement. 
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OVERVIEW 


Public  key  cryptography  is  widely  used  but  would  be  insecure 
against  an  attack  by  a  quantum  computer. 

Quantum  key  distribution  (QKD)  is  secure  against  any  attack  but  its 
range  is  currently  very  limited. 

The  major  goal  of  this  project  was  to  investigate  a  new  approach  to 
QKD  that  may  increase  the  range. 

Based  on  nonlocal  quantum  interference  effects  between  weak 
coherent  states  (laser  pulses). 

Another  goal  was  to  investigate  the  security  of  this  approach. 

A  final  goal  was  to  investigate  other  potential  long-range  methods 
for  secure  quantum  communications. 

Based  on  the  use  of  a  small  amount  of  shared  secret  key. 


KEY  CHALLENGES 


The  approach  was  based  on  a  nonlocal  interferometer 
in  which  a  single  photon  can  shift  the  phase  of  a 
laser  pulse  (Kerr  effect): 
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homodyne 


The  biggest  challenge  was  developing  a  technique  for 
producing  a  sufficiently  large  nonlinear  phase  shift 
from  a  single  photon. 

All  three  collaborating  groups  investigated  different 
approaches. 


SINGLE-PHOTON  PHASE  SHIFTS 


All  three  teams  developed  techniques  to  allow  a  single 
photon  to  produce  a  phase  shift  in  a  laser  beam. 

UMBC  developed  a  high-finesse  cavity  filled  with  metastable 
xenon  atoms  as  shown  below: 


U.  Rochester  demonstrated  a  nonlinear  phase  shift  using  a 
low-finesse  cavity  and  rubidium  atomic  vapor. 

Boston  U.  demonstrated  a  nonlinear  phase  shift  using 
nonlinear  waveguides. 

The  nonlinear  phase  shifts  were  smaller  than  expected. 


ADDITIONAL  CHALLENGES 


The  approach  needed  to  be  optimized  to  give  the 
maximum  operational  range. 

Theoretical  analyses  needed  to  be  performed  to 
demonstrate  that  the  approach  was  secure  against 
any  eavesdropping  attack. 

Alternative  approaches  were  also  considered  in  an 
effort  to  increase  the  range. 

Such  as  the  possibility  of  using  a  small  amount  of  previously 
shared  secret  key. 


Task  1  -  DEVELOPMENT  OF  BASIC  INTERFEROMETER 

AND  NONLINEAR  PHASE  SHIFT 


Task  la.  Theoretical  analysis  of  nonlinear  phase  mechanisms.  Theoretical  calculations  were 
performed  to  determine  the  optimal  method  for  producing  nonlinear  phase  shifts.  The 
results  were  in  good  agreement  with  the  experimental  data  for  high-finesse  cavities,  but 
the  results  for  low-finesse  cavities  were  unexpectedly  low. 

Task  1b.  Experimental  investigations  of  nonlinear  phase  mechanisms.  Experimental 

investigations  of  the  theoretically-predicted  nonlinear  phase  shifts  were  performed  by  all 
three  collaborating  groups.  All  observed  nonlinear  phase  shifts  but  they  were  smaller  than 
expected.  Ways  to  increase  the  phase  shifts  to  useful  levels  are  discussed  below. 

Task  1c.  Demonstration  of  a  nonlocal  interferometer.  The  nonlinear  interferometer  of  Fig.  1 
could  not  be  demonstrated  because  the  nonlinear  Kerr  phase  shifts  were  too  small.  The 
hardware  necessary  to  support  this  task  was  developed,  however,  including  the  capability 
to  convert  photons  at  823  nm  to  and  from  1550  nm  for  low-loss  propagation  in  optical  3. 

Task  Id.  Demonstration  of  basic  QKD  capability.  A  QKD  system  could  not  be  implemented 
based  on  Fig.  1  because  of  the  small  nonlinear  phase  shifts.  An  alternative  QKD  system 
was  demonstrated  using  the  data  locking  technique. 

Task  1e.  Incorporation  of  the  interferometers  into  a  QKD  testbed.  Our  work  did  not  progress  to 
the  point  that  we  could  incorporate  it  into  the  QKD  testbed  at  LTS. 


OTHER  NONLINEAR  PHASE  SHIFT 

EXPERIMENTS 
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Task  2  -  INCREASED  RANGE  AND  IMPROVED 

CAPABILITIES 


Task  2a.  Theoretical  investigations  of  methods  to  increase  the  nonlinear  phase 
shift.  The  expected  range  was  increased  to  400  km  using  state  vector 
discrimination  techniques. 


Task  2b.  Theoretical  investigations  of  the  effects  of  decoherence  and  ways  to 
further  reduce  it.  The  effects  of  photon  loss  and  decoherence  in  optical  fibers 
were  analyzed,  including  the  effects  of  phase-insensitive  amplifiers.  Although 
an  amplifier  eliminates  the  violation  of  Bell’s  inequality,  it  was  found  that  it  may 
still  be  possible  to  implement  secure  quantum  communications  if  the  use  of 
pre-shared  secret  key  is  allowed. 


Task  2c.  Experimental  demonstration  of  enhanced  nonlinear  phase  shifts.  This 
subtask  was  not  accomplished  due  to  unexpected  technical  difficulties.  Limited 
phase  shifts  were  achieved  in  several  different  ways,  however. 


Theoretical  calculations 
of  increased  range. 


TASK  3  -  QUANTUM  REPEATERS  AND  HIGH 

SPEED  TESTBED 


Task  3a.  Further  experimental  and  theoretical  work  on  enhanced  phase  shifts. 
Other  approaches  for  increasing  the  phase  shift  were  considered  but  not  yet 
been  implemented,  such  as  reducing  the  volume  of  the  high-finesse  cavity. 
There  was  insufficient  time  to  implement  this  approach  during  the  Quiness 
program,  but  we  hope  to  achieve  that  goal  in  a  follow-on  NSF  project. 

Task  3b.  Demonstration  of  entanglement  swapping  and  distillation.  These  effects 
could  not  be  demonstrated  due  to  the  small  phase  shifts  achieved. 

Task  3e.  Final  report.  In  addition  to  these  slides,  a  final  report  has  been  submitted. 
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SUMMARY 


The  primary  goal  of  this  project  was  to  investigate  the  possibility  of  increasing 

the  range  of  QKD  systems. 

Based  on  nonlocal  interferometry  using  coherent  states. 

Significant  accomplishments: 

Small  nonlinear  phase  shifts  were  demonstrated  in  three  different  ways. 

-  Not  sufficient  to  achieve  the  Quiness  goals. 

The  potential  range  of  the  system  was  increased  using  state-vector 
discrimination. 

The  proposed  system  was  shown  to  be  secure  at  ranges  up  to  400  km. 

Alternative  methods  of  secure  quantum  communications  were 
investigated. 

Overall  conclusion: 

Long-range  QKD  may  only  be  possible  using  quantum  repeaters. 

Long-range  secure  communications  may  be  achievable  using  small 
amounts  of  prior  shared  key. 


